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ON WHAT TERMS?

SUMMARY

Senior U.S. government officials maintain
that North Korea is willing to sell its nu-
clear technology anywhere in the world for
money. While the evidence is ambiguous, a
careful examination suggests that many
past transfers were actually done not for
profit but in exchange for components or
materials that benefited Pyongyang’s own
nuclear program. Barter appears to be an
overlooked but important mode of ex-

ploiting nuclear black markets.

Future transactions may involve both
forms of exchange: sales and barter. For
Arab states striving to match Iran’s nuclear
capabilities, and possibly other countries as
well, North Korea will be attractive as a
seller of plutonium-related technology—
even if the export of an actual reactor has
become unlikely. Meanwhile, there is a
“double coincidence of need” between
North Korea and Iran that creates incen-
tives for a swap. For the Iranians, North

Korea is a potential source of uranium,

whereas for the North Koreans, Iran is a

center of expertise in uranium enrichment.

The consequences of unchecked North
Korean nuclear exports are dire, regardless
of their exact form. No current strategy is
adequate to stop them. Successful interdic-
tions have involved a great deal of luck,
and waiting for the North Korean regime
to collapse has simply not worked. The
United States’ best strategy is to try to ne-
gotiate North Korea out of the nuclear
black market entirely, although this ap-

proach hardly guarantees success eithet.

NORTH KOREA’S NUCLEAR
EXPORTS: ON WHAT TERMS?

What are the limits of North Korea’s abil-
ity and willingness to spread nuclear tech-
nology beyond its own borders? On Oc-
tober 3, 2006, the North Korean Ministry
of Foreign Affairs issued a “solemn” dec-
laration, pledging that Pyongyang would

never use nuclear weapons first and would
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“strictly prohibit any threat of nuclear weapons and nuclear transfer.”! However, the North Koreans already
stood accused of shipping containers of uranium hexafluoride (UF6)—feed material for centrifuges—to
A.Q. Khan in Pakistan, who reshipped them to Libya.? In April 2008, the intelligence community leveled an
even stronger allegation: they claimed that North Korea had been involved in building a hidden nuclear re-

actor in Syria, an undertaking that dated back to 1997.3

These two cases may not be isolated incidents. A number of senior U.S. government officials have described
North Korea’s nuclear exports as being potentially open-ended. Then-C.I.A. Director Michael Hayden even
compared North Korean nuclear transfers to the smuggling conducted by Pakistan’s A.Q. Khan. According
to Hayden, “North Korea asks only two things of its customers: first, can they pay, and second, can they
keep a secret.”* During a recent meeting in Seoul, White House National Security Staff Member Laura Hol-
gate expressed concern about potential transfers of fissile material saying, “North Korea sells a lot of nuclear
technology illegally to people who shouldn’t have it.”> Earlier, national security adviser James Jones called
nuclear exports, not Pyongyang’s own advances in nuclear weapons or missiles, “the imminent threat” from
North Korea.t

Are these U.S. officials correct? Are Pyongyang’s sales of nuclear technology and materials truly similar to its
wide-ranging exports of ballistic missiles and conventional weapons, or comparable to the activities of the
Khan network in its heyday? And will they be equally far-reaching in the future? If everything is for sale,

then the few known instances of nuclear exports could merely be the tip of the proverbial iceberg.

Information about North Korean nuclear exports is sparse, consisting mainly of statements by U.S. govern-
ment officials, a few UN documents, and a variety of media reports. The basis of the North’s decision-
making is largely opaque, and interviews have been of limited help in clarifying the picture, partly because
visitors to Pyongyang have received conflicting messages. Some North Korean officials are said to have af-
tirmed that they would never transfer nuclear weapons or “materials,” apparently meaning fissile material
suitable for weapons. Others reportedly have indicated that if North Korea were threatened, it could pro-

vide weapons to terrorists.”

But there is a common thread: some of the interviews, much like the October 3, 2006 Foreign Ministry dec-
laration, imply that nuclear transfer is a military action tantamount to the use of a weapon, and only to be
contemplated in the most extreme circumstances. On the other hand, exports of valuable materials or tech-
nology for the production of fissile material or the construction of weapons do not seem to have been ad-

dressed at all.

Sifting through the available evidence, there appear to be three main possibilities. First, as senior U.S. offi-
cials believe, North Korea may be willing to sell nuclear technology as indiscriminately as it sells rocket-
propelled grenades. As Defense Secretary Robert Gates put it, “Everything they make, they seem willing to
sell.”® According to this view, the regime’s finances are its paramount concern, and there is certainly evi-
dence for such a claim. Earlier this year, Kim Jong Il is said to have told senior officials of the ruling Work-

ers Party of Korea that he would “judge [their] loyalty” based on their ability to bring in hard currency.’

www.38north.org
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Second, North Korea may be more selective about nuclear technology transfers, seeing them as a means for
advancing Pyongyang’s own weapons program, and not for general revenue. Because of the central impor-
tance of nuclear technology to the regime, it would be exempt from commercial pressures. Rather than hav-
ing the nuclear program support fund-raising, fund-raising would support the nuclear program. What ini-
tially appear to be exports, in this view, would actually be barters of sensitive components, materials, or

training.

Third, and perhaps most compelling, the managers of North Korea’s nuclear program may be following the
historical trajectory of the A.Q. Khan network, which shifted from acquisition—including barter trades—to
reselling sensitive technology for profit. By his own account, Khan initially acquired materials, equipment,
and know-how for Pakistan’s own purposes, including through swaps with China in particular. Later, when
Pakistan’s program had achieved maturity, Khan and his associates put their “supply chain” to work for the
benefit of foreign customers (with the knowledge and approval of the Pakistani military, according to
Khan). But in Pyongyang’s case, the move from acquisition to reselling would be twofold, since the North
Koreans were experienced with plutonium production by the early 1990s, but still seem to have some length
to go before mastering uranium enrichment.!! To all appearances, North Korea’s second transition—from a

buyer of uranium enrichment technology to a seller—has yet to occur.
None of these possibilities are reassuring, but they have different implications.

e If North Korea’s current and future nuclear exports are driven primarily by financial considerations
then Pyongyang could find a variety of customers, including those with limited nuclear technology.
A new global nuclear black market could bloom, with potential customers from Myanmar to the

Arab world.

e If North Korea’s nuclear dealings exclusively serve its own strategic ambitions, then exports, to the
extent that they occur, are likely to take the form of bartering with the most suitable partner for
such an exchange—probably Iran. Swapping nuclear technology and materials would enhance both

countries’ ability to produce fissile material and ultimately nuclear weapons.

o If North Korea is halfway through the process of shifting from acquisition to sales, then both of
the above scenarios could unfold at once: mature technologies associated with plutonium produc-
tion could be marketed across the Middle East and beyond, while the North Koreans and Iranians

collaborate in hopes of strengthening their own uranium enrichment capabilities.

Unfortunately, absent some far-reaching change in the North Korean leadership or its outlook, the worst of

both worlds may be the most realistic scenatio.

Cash and Carry

Accepting the first hypothesis—that North Korea is a promiscuous nuclear exporter—would require an

www.38north.org
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explanation of why there seem to have been so few transactions. Of the states that have bought ballistic
missiles from North Korea, many have shown interest in nuclear weapons-related technology at one time or
another, including Pakistan, Iran, Iraq, Egypt, Libya, and Syria. But only Pakistan and Syria are alleged to

have received any nuclear technology or materials directly through the agency of North Korea.

One explanation is that heightened caution by buyers and seller alike may have led to fewer and better-
hidden transfers. Another possibility is that North Korea has faced tougher competition in the nuclear black
market than in the missile market. Uranium enrichment technologies, like the centrifuges once sold by A.Q.
Khan, are harder to detect than a North Korean plutonium-production reactor and therefore more attrac-
tive to potential buyers. Khan’s main customers were Iran, Libya, and North Korea itself; Iraq had its own

enrichment program.

Another potential obstacle is securing financing. Even if we assume that life-cycle costs are similar for Paki-
stan-style uranium-enrichment centrifuges and a North Korea-style plutonium-production reactor, the pay-
ment plan is not the same. Because centrifuge operations can start with a small number of machines, Khan
could sell his gear in small batches listed on a “menu.” North Korean salesmen would be hard-pressed to

replicate this strategy, since a small piece of a reactor would be useless by itself. The up-front costs of reac-

tor construction can be daunting,

Either caution or cost might explain why Iran and Libya went with A.Q. Khan, but neither explains why
Syria preferred to do business with Pyongyang’s front operation, the Namchongang Trading Company. It is
possible North Korea simply got there first. Some accounts claim that Khan met a senior Syrian official in
Beirut in the mid-1990s.12 But by then, the North Koreans were already a known quantity in Damascus.
Their first missile deliveries reached Syria in March 1991, and their collaboration on missile development
started around the same time. In Libya and Iran, by contrast, it was the Koreans who showed up late: a se-

ries of other suppliers, including A.Q. Khan, were already present by the late 1980s.

Khan’s sales technique also seems to have inspired mistrust at times. It was apparently his style to make an
initial approach through an unknown front man carrying a letter. When he tried this technique with Iraq in
October 1990, it provoked suspicion of a sting operation.!? In a 2007 interview, Syrian President Bashar al-
Asad claimed to have turned away a Khan envoy in 2001 for similar reasons—adding, of course, that Syria

didn’t want nuclear weapons to start with.!4

A third reason why Syria may have preferred Namchongang as a supplier was its superior level of technical
assistance. If Khan was turned away because his would-be customer lacked confidence that his technology
would work, it would not have been the first and only time. Libya declined his initial advances in 1984 for

this reason, only concluding an agreement after a series of meetings between 1989 and 1991.15

A fourth possible reason involves supply rather than demand. North Korea simply may not have had the
resources and experienced personnel to pursue more than one or two reactor-building campaigns—at home

or abroad—at any given time. The 1994 understanding with the United States, the Agreed Framework, shut

www.38north.org
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down North Korea’s only operating reactor (at Yongbyon) and terminated construction of two larger reac-
tors. These steps would have made the necessary personnel available for a commercial project overseas,
launched in 1997. It still remains to be explained how Syria would have managed to afford the project, but

some reports allege an Iranian role in financing it.16

Strategic Swaps

The second hypothesis, that North Korea is a nuclear-technology miser who gives only to get, is also prob-
lematic: Why, given North Korea’s proclivity to acquire foreign exchange by any means necessary, from
counterfeit cigarettes to systematic insurance fraud, would something as valuable as nuclear technology be

exempt?

One important reason appears to be the scarcity of key materials, technology, and expertise. Building up
Pyongyang’s own nuclear program for the sake of national defense would have taken priority. In fact, many
of the proceeds from weapons exports and the smuggling of contraband appear to have gone to acquire
nuclear and dual-use technology from abroad. There is evidence to suggest a system of highly centralized
control that could prevent nuclear sales from occurring in response to a blanket bureaucratic imperative to
raise cash, if the top leadership so desired. According to a report by a panel of UN experts, the Second Eco-
nomic Committee of the National Defense Commission “plays the largest and most prominent role in nu-
clear, other WMD and missile-related development programmes as well as in arranging and conducting arms
-related exports.”’!” One report describes the chief overseer of the Second Economic Committee of the Na-
tional Defense Commission, Jon Byong Ho, as having been responsible for dealings with A.Q. Khan.!8 As
chairman of the National Defense Commission, Kim Jong Il was presumably well aware of Jon’s activities.

According to a KGB analysis from 1990, Kim “personally” controlled the nuclear program.!®

Although there are inevitably questions about the reliability of the evidence, some of the available informa-
tion about past North Korean nuclear exports does fit well with this hypothesis. Especially in dealings with
Pakistan, North Korea appears to have been engaged in barter trade. Despite denials by A.Q. Khan and
other senior Pakistanis, the first swap between Pyongyang and Khan appears to have involved ballistic mis-
siles from North Korea in exchange for Pakistani gas centrifuges used for enriching uranium. Starting
around 1993, North Korea provided Nodong missiles to Khan Research Labs (KRL), followed by the trans-
fer of a complete production line. Later, Khan shipped centrifuge components, drawings, and plans to
North Korea. Some analysts have concluded that KRL ultimately was unable to pay for the missiles and had
to fall back on centrifuge technology as an alternative form of payment starting in 1996.20 Other accounts

claim that the barter was lined up from the start, in 1992 or 1993.21

This exchange seems to have paved the way for the swapping of other pieces of nuclear technology between
KRL and the Koreans. According to a written statement by Khan himself, he provided certain enrichment-

related equipment and software to the North Koreans, who reciprocated by teaching Pakistani personnel

www.38north.org
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how to make Krytrons—fast switches used to trigger nuclear warheads.??

It is less clear where North Korean shipments of UF6 to Pakistan, destined for Libya in 2000 and 2001, fit
into this picture. The North Koreans would have wanted UF6 to feed their own centrifuges. However, as
David Albright observes, Khan appears to have helped the North Koreans set up production of high-quality
UF6 in the first place; since he did not control Pakistan’s own stocks, he would have needed another source
in order to sell it to the Libyans.2? North Korea’s UF6 shipments to Pakistan—totaling just 1.6 tons, but
supposed to reach 20 tons—may have been the payment for Khan’s assistance with the production line in

the first place.

At first glance, the reactor deal with Syria does not appear to be a swap. According to CIA Director Hayden,
the intelligence community considered whether the reactor in Syria was actually meant for North Korea’s
own use, but concluded it was meant for the Syrians.?* Still, it is possible that any plutonium it produced

would have been shared between the two countties.

Both Syria and North Korea seem to have been actively involved in acquiring components and materials for
the reactor, which is suggestive of a joint undertaking. According to one report, Namchongang made a
number of purchases for the reactor project, which helped to alert the intelligence community to its exis-
tence.?> But the International Atomic Energy Agency later confronted Damascus with evidence that the
Syrians themselves had been acquiring “large quantities of graphite and barium sulfate” that appeared to be
materials for the reactor.2¢ In October 2007, shortly after the destruction of the reactor by the Israeli Air
Force, the remaining barium sulfate deliveries were cancelled.?’” Whatever the exact terms of the agreement,
it was not simply Syrians paying and North Koreans delivering. Conceivably, Sytia could have financed the
reactor by providing the site (and some of the materials) in exchange for a share of the plutonium. North
Korea might have sought such an arrangement if its leadership was having second thoughts about the

Agreed Framework, but was not prepared to discard it outright.

A Two-way Street

Perhaps the single most convincing hypothesis is “both at once.” In the 1990s and eatly 2000s, North Korea
appears to have been selling its plutonium-production technology to Syria and acquiring uranium-
enrichment technology for itself, a process that involved a series of barters with Pakistan. Notably, while
Namchongang Trading Company was acquiring components for the reactor in Syria, it was simultaneously

acquiring centrifuge gear, apparently for use in North Korea.28

There is evidence for a past transition from clandestine acquisition to sales. First, there are the organiza-
tional ties between domestic nuclear operations, imports, and exports. According to the UN committee that
oversees North Korea sanctions, North Korea General Bureau of Atomic Energy Director Ri Je Son facili-
tates the operations of both Yongbyon and Namchongang Trading Company.?? Family ties may also be at
work; Yun Ho Jin, the director of Namchongang, is alleged to be the son-in-law of Jon Byong Ho, who

www.38north.org
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oversees the Second Economic Committee of the National Defense Commission, which oversees strategic

imports and exports.*

Second, there is the manner in which North Korea acquired its plutonium-production technology. In the
1960s, North Korea’s nuclear program relied on Soviet assistance, which was crucial in training North Ko-
rean personnel, selecting the Yongbyon site, and supplying a variety of facilities, including a small research
reactor and a radiochemical laboratory.3! But the story of Pyongyang’s nuclear program in the 1970s and
1980s appears to be completely different. While unsuccessfully lobbying the Soviets and other Communist
countries for further assistance and training,3? the North Koreans somehow managed to build a small gas-
cooled, graphite-moderated reactor—a type previously made only by Britain and France—and to commence
work on two larger reactors of the same kind. They also built a facility to convert uranium and prepare fuel

for the reactor, and a full-scale reprocessing facility for separating plutonium from spent fuel.

To achieve these milestones, North Korea appears to have mastered exploitation of the nuclear black mar-
ket. Hwang Jang Yop, the highest-ranking defector from North Korea, spoke vaguely of “several” efforts by
North Korea to acquire “plutonium” from unspecified “foreign countries.”3 It appears that many of the
key technologies came from advanced capitalist countries. As in the case of Pakistan, Iraq, and other coun-
tries during the same period, some combination of industrial espionage, carelessness, and the willful evasion

of export controls carried the day.

Japan seems to have played a particularly important role as a supplier. For example, the gas-graphite reactor
at Yongbyon bears a strong resemblance to the Tokai Power Station, a similar but more powerful gas-
graphite reactor built by the General Electric Corporation of Britain in Japan’s Ibaraki Prefecture in the early
1960s.3* Japanese firms were also the source of at least some of the equipment at the fuel-cycle facilities as-
sociated with the reactor. In mid-2007, IAEA inspectors spotted Japanese-made vacuum pumps at the
Yongbyon reprocessing facility. Sold in 2003 to a Taiwanese firm, the pumps were subsequently delivered to

Namchongang.3>

Although they were by no means the world’s only offenders, Japanese corporations appear to have opened a
virtual supermarket for nuclear proliferators in the 1980s, supplying Libya, Pakistan, and Iran with sensitive
equipment.’® Given the ability of other, more distant countries to acquire such equipment from Japan—in
Libya’s case, an entire uranium conversion facility—North Korea may not have had to look very far for a

great deal of its nuclear technology.

Pyongyang’s close ties to a segment of Japan’s Korean population may have helped. The General Associa-
tion of Korean Residents in Japan, better known as “Chosen Soren” or “Chongryon,” promotes North Ko-
rea’s official ideology and is believed to supply Pyongyang with a substantial flow of cash remittances. One
of its organs, the Korean Association of Science and Technology (KAST), is suspected of funneling sensi-
tive technologies to North Korea. A series of police raids and arrests on Chosen Soren offices starting in
2005 reportedly found indications of assistance to North Korea in developing advanced weapons systems,

including ballistic missiles. There is also suspicion that a senior figure in Japan’s plutonium separation pro-
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gram may have shared his expertise.?’

At some point, Chinese firms also appear to have become important sources for the North Korean nuclear
program. Reports in late 2002 alleged that North Korea acquired 20 tons of tributyl phosphate from Chi-
nese companies, meant to supply the reprocessing facility at Yongbyon.? In general, China has played a

large role in transshipment of sensitive equipment and materials from third countries.?

Third, there is a precedent. Although the timeline is longer, the transition from acquisition to sales in the
reactor program parallels the trajectory of the North Korean ballistic missile program. Judging by the con-
struction of the gas-graphite reactor at Yongbyon, which began in the late 1970s or early 1980s, North Ko-
rea’s exploitation of the nuclear black market appears to have started in the 1970s. But only by 1997 did it
begin exporting plutonium-production technology to Syria, whether for cash or through some other ar-

rangement.

North Korea also began its missile program in earnest in the 1970s, relying initially on assistance from
China, Egypt, and possibly Soviet experts to learn how to manufacture its own versions of Soviet-designed
missiles.*> Pyongyang began supplying missile technology to Iran and collaborating with Tehran in missile
development and production in the mid-1980s. By the eatly 1990s, North Korea allegedly had supplied bal-
listic missiles to a long list of countries, including Iran, Syria, Egypt, Libya, and the United Arab Emirates.
During the mid-to-late 1990s, its customer list allegedly expanded to Pakistan, Yemen, Vietnam, and pet-
haps others, including an abortive transaction with Iraq.4! As in the case of its reactor program, North Ko-
rea has continued to rely on foreign-made components and materials, even after becoming a supplier. The
shipment of a missile production line to Libya, seized in transit by Indian authorities in June 1999, report-
edly included a variety of Chinese and Japanese products such as a three-dimensional measuring device, a

computer numetically controlled machine tool, and specialty steel.*2

What the Future Holds

As recently as April 2009, Secretary of State Hillary Clinton affirmed that “we do not have any evidence” of
current North Korean nuclear export activity.#3 But it is unsafe to assume that North Korea has not and will

not resume these activities, regardless of which explanation for past behavior one favors.

First, if North Korea is truly prepared to sell nuclear technology to all comers, it will probably find buyers,
especially (but not exclusively) in the Middle East, assuming it has not already done so. As Iran continues to
defy the international community by enriching uranium and starts operating the Bushehr power reactor—
the first nuclear power reactor in the Middle East—its neighbors look on with envy and concern. A senior
Egyptian diplomat has remarked that his country will not stand idly by as Iran goes nuclear: “If others are
going to use these nuclear weapons to acquire status in the region of the Middle East—let me tell you, we
are not going to accept to be second-class citizens in the region of the Middle East.”* Egypt is probably not
the only Arab country with this view.

www.38north.org
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But matching Iran’s capabilities will not be easy. The major industrial powers are unlikely to spread enrich-
ment or reprocessing technology any further, A.Q. Khan is out of business, and the world’s major intelli-
gence agencies are watching for the appearance of new nuclear smugglers. So, just as in the case of ballistic
missiles in previous decades, North Korea’s help could prove invaluable to Arab states playing catch-up
with Tehran and with each other. North Korea appears to be capable of producing about 300 tons of
yellowcake a year and could sell uranium either in this form or some other chemical state, such as UF6. It
could provide help with reprocessing of spent reactor fuel to extract plutonium.*> Selling a proven warhead
design, as A.Q. Khan has done, is also possible. The chances of detection make another overseas reactor

project less likely, but still possible.

Another source of concern from the “cash and carry” perspective is Myanmar. A frequently cited media
report alleges that Namchongang has sold unspecified equipment to Myanmar that could be useful in a nu-
clear program.6 But the most detailed evidence available suggests that missiles, not nuclear technology, are
the current focus of the strategic trade between the two countries.#” One report claims that missile-related
transactions date back to 2000, even before the formal resumption of ties between Myanmar and North Ko-

rea. 48

In past cases, a certain period of time elapsed before North Korea moved from delivering missiles to deliv-
ering nuclear technology. In Pakistan’s case, that gap appears to be roughly 1993 to 2000 (although it is not
clear when the Krytron episode might have occurred). For Syria, the gap is roughly 1990 to 1997, with actual
reactor construction starting in 2001. Measured against these precedents, it may be that the North Korean-

Burmese relationship simply has not had sufficient time to “ripen.”

At first blush, the “strategic swaps” hypothesis seems less alarming than “cash and carry,” since it would
involve fewer possible partners. The possibilities of barter are inherently fewer than those of purchase with
money. But in other respects, swaps are more disturbing. First, barters do not require moving large
amounts of money around, making them hatrder to detect and disrupt. Second, there is already a logical sce-
nario for an exchange between North Korea and Iran. North Korean scientists do not seem to have mas-
tered the temperamental centrifuges supplied by A.Q. Khan. Iran has made considerable progtress on this
front, but now appears to be seeking new supplies of uranium. An exchange of North Korean uranium (or
related technology) for Iranian assistance with centrifuges is entirely possible. Such an arrangement could

remove key technology bottlenecks for both countries.

Some experts have already pointed out North Korea’s commonality of interests with Iran. Mark Fitzpatrick
has cautiously advanced the suggestion that Iran and North Korea “could be pooling scientific resources”
related to enrichment, with Iran possibly secking North Korean help in perfecting its uranium conversion
techniques.# Sigfried Hecker and William Liou have made a similar observation, adding that North Korean
expertise in mining and metallurgy could be attractive to the Iranians.®® Hui Zhang has observed that Iran

could “impart” its knowledge of centrifuge manufacturing and operations in an exchange with Pyongyang.>!
Other arrangements are also possible. Should the Iranians decide to move further down the plutonium path,
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they may be interested in North Korea’s reprocessing technology and plutonium-based bomb design. Re-
gardless of the specifics, some degree of connection between the nuclear programs may already exist. Ira-
nian and North Korean representatives have signed a series of cultural and scientific exchange agreements
whose contents have not been publicized.>? A report from July 2005 alleged that North Korean nuclear sci-

entists were training Iranian counterparts.>

The most ominous possibility is that both scenarios unfold at the same time, with North Korea selling ura-
nium conversion, reprocessing, a weapons design, and perhaps even reactor technology to Arab countries in
particular, while exchanging uranium supplies for Iran’s help with enrichment technology. In fact, one rea-
son for Iran to avoid a barter arrangement of this sort would be to prevent A.Q. Khan’s enrichment tech-

nology from eventually reaching its Arab neighbors.

What can be done to prevent the “worst of both worlds” scenario—where North Korea plays an important
role in the stealthy nuclearization of the Middle East and perhaps countries in other regions, the liberation
of Iran from its limited uranium supplies, and Pyongyang’s own attainment of the ability to enrich uranium

on a large scale?

Washington’s present approach is to expand and broaden support for a program of interdiction and finan-
cial sanctions. This strategy has benefits, but we should not expect too much from it. Interdictions appear to
have had little effect on the overall pattern of North Korean arms exports, and cannot be relied upon to
stop future nuclear trades. A particularly unsettling feature of past discoveries has been the role of luck. First
was the diplomatic breakthrough with Libya in 2003 that doomed the A.Q. Khan network; the ensuing se-
quence of events unexpectedly revealed North Korea’s UF6 exports to Pakistan. Second was a chance Is-
raeli intelligence coup in late 2006 that brought the Syrian reactor project to light. Equally timely discoveries

cannot be assured in the future.

Another possibility is to wait for the Kim regime to collapse. This strategy has proved a thorough disap-
pointment. Since the disintegration of the Soviet Union, North Korea’s system has proven surprisingly resil-
ient compared to other communist regimes. As in the case of interdiction, but only more so, to wait for

sweeping change is to stake everything on a stroke of luck.

A final strategy for dealing with North Korean nuclear exports is diplomacy. During the Six Party Talks,
Pyongyang was unwilling to address the export question, refusing to acknowledge the allegations of foreign
intelligence agencies. The talks have broken down, but the North Koreans have recently signaled their will-
ingness to return to the table.* A healthy pessimism is warranted; diplomacy with North Korea has been
frustrating, and its success is no better assured than that of any other approach. Still, its chances are better if
it is actually attempted. Should negotiations resume in the near future, the United States and its partners
must decide whether to raise the export question early on, and what inducements it will take to get North

Korea out of the nuclear trade once and for all.

www.38north.org



38 NORTH SPECIAL RE Page 11

1 “DPRK Foreign Ministry Clarifies Stand on New Measure to Bolster War Deterrent,” Korean Central News Agency, October 3,
2006.

2 Initially, North Korea was reported to have sent UF6 to Libya. See: David Sanger and William J. Broad, “Tests Said to Tie Deal on
Uranium to North Korea,” New York Times, February 2, 2005; Dafna Linzer, “U.S. Misled Allies About Nuclear Export: North Ko-
rea Sent Material To Pakistan, Not to Libya,” Washington Post, March 20, 2005.

3 Office of the Director of National Intelligence, “Background Briefing with Senior U.S. Officials on Syria’s Covert Nuclear Reactor
and North Korea’s Involvement,” April 24, 2008.

4 Michael Hayden, Remarks at the Los Angeles World Affairs Council, September 16, 2008.

5Yoo Jee-ho, “U.S. official says N. Korean nuclear trade threatens global security,” Yonhap, August 30, 2010.

¢ James Jones, Remarks at the Atlantic Council, May 27, 2009.

7 Sheena Chestnut, “Illicit Activity and Proliferation: North Korean Smuggling Networks,” International Security, Summer 2007, vol.
32, no. 1, pp. 80-111, at pp. 99-100.

8 Phil Stewart and Jack Kim, “US’s Gates says North Korea’s military ‘more lethal,” Reuters, October 21, 2009.

9 “Kim Jong-il Restores Special Department to Swell Coffers,” Chosun I/bo, June 22, 2010.

10R. Jeffrey Smith and Joby Warrick, “A nuclear power’s act of proliferation,” Washington Post, November 13, 2009.

11 David Albright and Paul Brannan, “Taking Stock: North Korea’s Uranium Enrichment Program,” Institute for Science and Inter-
national Security, October 8, 2010. By comparison, Khan never controlled Pakistan’s plutonium-production technology; only its
capability for uranium enrichment was in his hands.

12 Peter Slevin, John Lancaster and Kamran Khan, “At Least 7 Nations Tied To Pakistani Nuclear Ring,” Washington Post, February 8,
2004. According to a former Israeli intelligence official, Moshe Ya’alon, IKKhan’s interactions with Syria had a dual purpose: “What
we determined was that although Khan was intent on selling to Damascus, he was also keen to use Syria as a conduit to deliver nu-
clear assistance to Iran.” Quoted in Adrian Levy and Catherine Scott-Clark, Deception: Pakistan, the United States, and the secret trade in
nuclear weapons New York: Walker and Company, 2007), p. 256.

13 David Albright, Peddling Peril: How the Secret Nuclear Trade Arms America’s Enemies New York: Free Press, 2010), pp. 82-87.

14 Christian Ultsch, “Assad: ‘Ohne die USA geht gar nichts,” Die Presse (Vienna), December 18, 2007.

15 TAEA, “Implementation of the NPT Safeguards Agreement in the Socialist People’s Libyan Arab Jamahiriya,” GOV/2008/39,
September 12, 2008, Annex, p. A5.

16 Erich Follath and Holger Stark, “The Story of ‘Operation Orchard,”” Spiege/ Online, November 2, 2009; Michael Bar-Zohar and
Nissim Mishal, “The long road to Sytia,” ynetnews.com, August 26, 2010.

17 “Report to the Security Council from the Panel of Experts established Pursuant to Resolution 1874 (2009),” n.d., p. 20.
18 Kim Yong Hun, “North Korea Obtained HEU from Pakistan,” DailyNK.com, August 11, 2010.
19 Alexander Zhebin, “A Political History of Soviet-North Korean Nuclear Cooperation,” in James Clay Moltz and Alexandre Y.

Mansoutrov, eds., The North Korean Nuclear Program: Security, Strategy, and New Perspectives from Russia New York: Routledge, 2000), pp.
27-37, at p. 35. Kim has made at least one public reference to missile sales, mentioning Syria and Iran as customers during an ap-
pearance in August 2000. See: “Kim Jong-il’s Dialogue with South Korean Media Heads,” Chosun Ilbo, August 13, 2000 (FBIS trans-
lation).

20 Sharon A. Squassoni, “Weapons of Mass Destruction: Trade Between North Korea and Pakistan,” Congressional Research Ser-
vice, RL.31900, October 11, 2006; Gordon Corera, Shopping for Bonbs New York: Oxford University Press, 20006), pp. 90; Levy and
Scott-Clark, Deception, pp. 256-57.

2l Levy and Scott-Clark, Deception, pp. 245; Shyam Bhatia, Goodbye Shahzadi: A Political Biography of Benazir Bhutto New Delhi: Lotus
Collection—Roli Books, 2008), pp. 41-43.

2 R. Jeffrey Smith and Joby Warrick, “Pakistani scientist depicts more advanced nuclear program in North Korea,” Washington Post,
December 28, 2009.

23 Albright, Peddling Peril, pp. 163-65.

24 Hayden, Remarks at the Los Angeles World Affairs Council.

25 Robin Wright and Joby Warrick, “Purchases Linked N. Korean to Syria,” Washington Post, May 11, 2008.

26 TAEA, “Implementation of the NPT Safeguards Agreement in the Sytian Arab Republic,” GOV/2009/36, June 5, 2009, p. 3.

27 TAEA, “Implementation of the NPT Safeguards Agreement in the Syrian Arab Republic,” GOV/2009/56, August 28, 2009, p. 2.

www.38north.org



38 NORTH SPECIAL RE Page 12

28 Joby Warrick, “N. Korea Shops Stealthily for Nuclear Arms Gear,” Washington Post, August 15, 2003; U.S. Department of State,
“State Designation of North Korean Nuclear Entity,” June 30, 2009.

2 “List of Entities, Goods and Individuals Subject to the Measures Imposed by Paragraph 8 of Resolution 1718 (20006),” last up-
dated July 16, 2009, p. 3.

30 Jay Solomon, “North Korean Pair Viewed as Key to Secret Arms Trade,” Wall Street Journal, August 31, 2010.

31 Zhebin, “A Political History of Soviet-North Korean Nuclear Cooperation,” pp. 28-32; 32 Georgiy Kaurov, “A Technical History
of Soviet-North Korean Nuclear Relations,” and in James Clay Moltz and Alexandre Y. Mansourov, eds., The North Korean Nuclear
Program: Security, Strategy, and New Perspectives from Russia New York: Routledge, 2000), pp. 15-20.

32 For a request to China in 1964, see Don Oberdotfer, The Two Koreas: A Contemporary History New York: Basic Books, 1997, 2001),
pp. 252-3; and James Person, ed., “New Evidence on North Korea,” North Korea International Documentation Project, June 2010,
p. 99. For a variety of requests to the USSR, East Germany, Czechoslovakia, and Hungary from the late 1960s through the 1980s,
see Balas Szalontai and Sergey Radchenko, “North Korea’s Efforts to Acquire Nuclear Technology and Nuclear Weapons: Evidence
from Russian and Hungarian Archives,” Cold War International History Project Working Paper #53, August 2006.

33 Kim, “North Korea Obtained HEU from Pakistan.”

34 Joshua Pollack, “Why Does North Korea Have a Gas-Graphite Reactor?” ArmsControlWonk.com, October 16, 2009.

35 Masako Toki and Stephanie Lieggi, “Japan’s struggle to limit illegal dual-use exports,” Bulletin of the Atomic Scientists Web Edition,
September 5, 2008.

36 Geotge Jahn, “Japan Company Sold Atomic Plant to Libya,” Associated Press, March 14, 2004; IAEA, GOV/2008/39, pp. 5-6,
Annex, pp. A4-A5; Toki and Lieggi, “Japan’s struggle to limit illegal dual-use exports”; Kyodo News, “Japan firms played into
Khan’s nuclear hands,” Japan Times, February 17, 2009.

37 Katsuhisa Furukawa, “Japanese Authorities Target Illicit North Korean Technology Procurement,” WMD Insights, November
2007.

38 Bill Gertz, “N. Korea seeks aid from China on nukes; Attempts to buy fuel component,” Washington Times, December 9, 2002; Bill
Gertz, “China ships North Korea ingredient for nuclear arms,” Washington Times, December 17, 2002.

3 Stephanie Lieggi, Robert Shaw, and Masako Toki, “Taking control: Stopping North Korean WMD-related procurement,” Bulletin
of the Atomic Scientists, September/October 2010, vol. 66, no. 5, pp. 21-34; Albright and Brannan, “Taking Stock.”

40 Daniel A. Pinkston, The North Korean Ballistic Missile Program (Catlisle, Pa.: Strategic Studies Institute, 2008), pp. 14-16. Some
sources allege that the Soviet Union itself supplied missiles during this period.

41 Joseph S. Bermudez Jr., “A History of Ballistic Missile Development in the DPRK,” Center for Nonproliferation Studies Occa-
sional Paper No. 2, 1999; Gary Samore, ed., North Korea’s Weapons Programmes: A Net Assessment (London: International Institute for
Strategic Studies, 2004), pp. 81-82.

42 Joby Warrick, “On North Korean Freighter, a Hidden Missile Factory,” Washington Post, August 14, 2003; Kyodo News, “North
‘missile factory’ used Japan parts,” Japan Times, April 19, 2009.

4 Hillary Rodham Clinton, Interview with James Rosen of Fox News, April 25, 2009.

4 Elaine M. Grossman, “Egypt Plays Key Nonproliferation Role, But Keeps Nuclear Options Open,” Global Security Newswire, June
10, 2010.

4 Sigfried S. Hecker and William Liou, “Dangerous Dealings: North Korea’s Nuclear Capabilities and the Threat of Export to Iran,”
Arms Control Today, March 2007.

46 Jay Solomon, “Tests Point to Spread of Weapons Trade,” Wall Street Jonrnal, May 29, 2009.

47 Robert Kelley and Ali Fowle, “Nuclear Related Activities in Burma,” Democratic Voice of Burma, May 2010. A 2008 visit to Py-
ongyang by a senior Burmese military official, hosted by Jon Byong Ho, included a tour of a missile factory. “Report by the Burmese
Military High-Level Representatives, Led by the Member of the State Peace and Development Council and Chief of Coordination
(Army, Navy, Air Force) General Thura Shwe Mann, that Went on an Observation Ttip to the Democratic People’s Republic of
Korea and People’s Republic of China from (21) November 2008 to (2) December 2008,” translated by Pascal Khu Thwe, Democ-
ratic Voice of Burma.

4 “Firm tied to past Myanmar expotts,” Daily Yomiuri, July 2, 2009.

49 Mark Fitzpatrick, “Iran and North Korea: The Proliferation Nexus,” Survival, Spring 20006, vol. 48, no. 1, pp. 61-80, at p. 65.

www.38north.org



38 NORTH SPECIAL REPO Page 13

50 Hecker and Liou also express concern about the export of plutonium, but North Korea’s limited stocks make this scenario appear
less likely. See: Hecker and Liou, “Dangerous Dealings.”

51 Hui Zhang, “Assessing North Korea’s uranium enrichment capabilities,” Bulletin of the Atomic Scientists Web Edition, June 18, 2009.
52 Announcements of new three-year agreements sometimes have appeared on the KCNA website. See: “Exchange plan signed
between Korean and Iranian governments,” Korean Central News Agency, February 17, 1998; “DPRK-Iranian Cultural and Scien-
tific Exchange Plan Signed,” Korean Central News Agency, January 19, 2007; “DPRK and Iran Cooperate in Culture and Science,”
Korean Central News Agency, April 22, 2010.

5 Louis Charbonneau, “North Korea provides nuclear aid to Iran—intel reports,” Reuters, July 7, 2005.

54 “Report on Jimmy Carter’s Visit to DPRK,” Korean Central News Agency, August 27, 2010; “DPRK top leader Kim Jong 11
hopes for early resumption of six-party talks,” Pegple’s Daily Online (Beijing), August 30, 2010.

www.38north.org



	North Korea’s Nuclear Exports: on what terms?

	OCTOBER 14, 2010

	Special report 9

	38 north

	Page #

	38 North special report

	Page #

	38 North special report

	Page #

	38 North special report

	Page #

	38 North special report

	Page #

	38 North special report

	Page #

	38 North special report

	Page #

	38 North special report

	Page #

	38 North special report

	Page #

	38 North special report

	Page #

	38 North special report

	Page #

	38 North special report

	Page #

	38 North special report



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



